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I. Review previous assessment reports submitted for this course and provide the following 

information. 

1. Was this course previously assessed and if so, when?  

No  

2. Briefly describe the results of previous assessment report(s).  

3.  

4. Briefly describe the Action Plan/Intended Changes from the previous report(s), when 

and how changes were implemented.  

5.  

II. Assessment Results per Student Learning Outcome 

Outcome 1: Use tools and techniques to identify vulnerabilities in computer networks.  

 Assessment Plan  

o Assessment Tool: Laboratory reports 

o Assessment Date: Winter 2019 

o Course section(s)/other population: Random sample of a minimum of two 

sections of CSS 205 over the three-year cycle 

o Number students to be assessed: All 

o How the assessment will be scored: Departmentally-developed rubric 



o Standard of success to be used for this assessment: 70% of the students will 

score 70% or higher 

o Who will score and analyze the data: Department faculty 

1. Indicate the Semester(s) and year(s) assessment data were collected for this report.  

Fall (indicate years below) 
Winter (indicate years 

below) 

SP/SU (indicate years 

below) 

2020   2021, 2020, 2019      

2. Provide assessment sample size data in the table below.  

# of students enrolled # of students assessed 

88 73 

3. If the number of students assessed differs from the number of students enrolled, 

please explain why all enrolled students were not assessed, e.g. absence, withdrawal, 

or did not complete activity.  

73 of the 88 total students enrolled attempted the assessment. Students who did not 

make any attempt were not included in the analysis and likely abandoned or 

withdrew from the course. 

4. Describe how students from all populations (day students on campus, DL, MM, 

evening, extension center sites, etc.) were included in the assessment based on your 

selection criteria.  

All sections and all students were included in the assessment. 

5. Describe the process used to assess this outcome. Include a brief description of this 

tool and how it was scored.  

Students' final assessment was to develop a Penetration Testing Report on the 

client selected at the beginning of the class and include content from the scope and 

sequence report and the reconnaissance report. The technical portion of the 

report is developed using the content from the labs that students completed 

throughout this course (choose at least 5). The final assessment was evaluated 

using a rubric aligned to the course outcomes. 

Outcome 1 aligned to the Technical Report and Lab Content sections. 

Outcome 2 aligned to the Management Report and Technical Report sections. 

6. Briefly describe assessment results based on data collected for this outcome and tool 

during the course assessment. Discuss the extent to which students achieved this 



learning outcome and indicate whether the standard of success was met for this 

outcome and tool.  

Met Standard of Success: Yes 

The standard of success was met with 86.4% of students (63/73) scoring a 70% or 

higher on the assessment. 

7. Based on your interpretation of the assessment results, describe the areas of strength 

in student achievement of this learning outcome.  

Students performed well on the technical report and lab content areas of the final 

assessment, which is where the majority of the course was focused. They were 

able to identify vulnerabilities using a variety of tools and techniques, many of 

which are changing on a regular basis. 

8. Based on your analysis of student performance, discuss the areas in which student 

achievement of this learning outcome could be improved. If student met standard of 

success, you may wish to identify your plans for continuous improvement.  

Updated tools and labs need to be added to the course content, including providing 

a safe environment for students to complete a full penetration test as opposed to 

using the same labs that were assigned during the semester. 

 

 

Outcome 2: Using the results from penetration testing, design and implement security 

procedures and countermeasures on the network and hosts.  

 Assessment Plan  

o Assessment Tool: Laboratory reports 

o Assessment Date: Winter 2019 

o Course section(s)/other population: Random sample of a minimum of two 

sections of CSS 205 over the three-year cycle 

o Number students to be assessed: All 

o How the assessment will be scored: Departmentally-developed rubric 

o Standard of success to be used for this assessment: 70% of the students will 

score 70% or higher 

o Who will score and analyze the data: Department faculty 

1. Indicate the Semester(s) and year(s) assessment data were collected for this report.  

Fall (indicate years below) 
Winter (indicate years 

below) 

SP/SU (indicate years 

below) 

2020   2020, 2019, 2021      



2. Provide assessment sample size data in the table below.  

# of students enrolled # of students assessed 

88 73 

3. If the number of students assessed differs from the number of students enrolled, 

please explain why all enrolled students were not assessed, e.g. absence, withdrawal, 

or did not complete activity.  

73 of the 88 total students enrolled attempted the assessment.  Students who did 

not make any attempt were not included in the analysis and likely abandoned or 

withdrew from the course. 

4. Describe how students from all populations (day students on campus, DL, MM, 

evening, extension center sites, etc.) were included in the assessment based on your 

selection criteria.  

All sections and all students were included in the assessment. 

5. Describe the process used to assess this outcome. Include a brief description of this 

tool and how it was scored.  

Students' final assessment was to develop a Penetration Testing Report on the 

client selected at the beginning of the class and include content from the scope and 

sequence report and the reconnaissance report. The technical portion of the report 

is developed using the content from the labs that students completed throughout 

this course (choose at least 5). The final assessment was evaluated using a rubric 

aligned to the course outcomes. 

Outcome 1 aligned to the Technical Report and Lab Content sections. 

Outcome 2 aligned to the Management Report and Technical Report sections. 

6. Briefly describe assessment results based on data collected for this outcome and tool 

during the course assessment. Discuss the extent to which students achieved this 

learning outcome and indicate whether the standard of success was met for this 

outcome and tool.  

Met Standard of Success: Yes 

The standard of success was met with 81.2% of students (60/73) scoring a 70% or 

higher on the assessment. 

7. Based on your interpretation of the assessment results, describe the areas of strength 

in student achievement of this learning outcome.  



Students were able to connect their lab activities to a penetration test at a broad 

level.   

8. Based on your analysis of student performance, discuss the areas in which student 

achievement of this learning outcome could be improved. If student met standard of 

success, you may wish to identify your plans for continuous improvement.  

Updated labs and lab environment will help students build a better penetration 

testing plan that will allow for customization and recommendations on policy and 

compliance. 

 

III. Course Summary and Intended Changes Based on Assessment Results 

1. Based on the previous report's Intended Change(s) identified in Section I above, 

please discuss how effective the changes were in improving student learning.  

n/a 

2. Describe your overall impression of how this course is meeting the needs of 

students. Did the assessment process bring to light anything about student 

achievement of learning outcomes that surprised you?  

Since I teach the course, I am very aware of the deficiencies that exist. What this 

assessment did bring to light (besides needing a better lab environment) is that the 

outcomes are very broad and assessed in a manner that could be subjective due to 

writing and organization of the final report. I would like to see more targeted 

outcomes based on current industry standards and certifications and will be 

updating the master syllabi to reflect this. 

3. Describe when and how this information, including the action plan, was or will be 

shared with Departmental Faculty.  

This report will be shared with faculty in the next department meeting. 

4.  

Intended Change(s)  

Intended Change 
Description of the 

change 
Rationale 

Implementation 

Date 

Outcome Language 

Create 3 to 4 more 

outcomes that are 

targeted at industry 

specific needs and 

certifications. 

The current 

outcomes are too 

broad to assess in 

an effective and 

objective manner. 

2022 



Course Materials 

(e.g. textbooks, 

handouts, on-line 

ancillaries) 

The course labs and 

activities need to be 

built around a better 

pen testing lab 

environment that 

will allow for an 

overall penetration 

test experience. 

Currently, there are 

individual labs that 

do not connect 

together in a 

meaningful way to 

demonstrate an 

actual penetration 

test. 

2022 

5. Is there anything that you would like to mention that was not already captured?  

6.  

III. Attached Files 

Assessment Rubric 

Data 
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