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Program Information Report 

Cv/JS 
School of Information Technology 
The School of Information Technology gathers the diverse areas that make up the computer technology of today. From basic 
programming languages to systems development through networking, these programs provide the core of information technology. 
Develop skills in computer networking or programming in the growing field of applied information technology. 

Washtenaw Community College offers programs at several levels for students who want to begin new careers, or advance in their 
existing careers. The first level is the certificate, which can vary from nine to thirty-six credits, depending on the field. Certificates 
generally prepare students for entry-level jobs. 

After completing a certificate, students can progress to the next level, the advanced certificate. The credit hours required for these 
programs also vary. This type of certificate provides a more specialized level of skill development, and often allows students to 
upgrade their positions at their places of employment. 

The next level, an Associate in Applied Science, is available for some programs. For some career fields, it is possible to earn a 
certificate, an advanced certificate, and an Associate in Applied Science degree in the same field. In these cases, the credit hours 
from the certificate and advanced certificate can be applied to the credit hours needed for the Associate in Applied Science degree. 

Alternatively, students can earn an AAS in Occupational Studies by completing a certificate, an advanced certificate (if it exists) and 
General Education requirements. 

Com uter Securit 
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Network Security (CVNS) 
Advanced Certificate 
Program Effective Term: Fall 2015 

Program Information Report 

High Demand Occupation High Skill Occupation High Wage Occupation 

This program is designed to meet the emerging demand for highly-skilled computer systems security professionals within the 
information technology industry and business community. This advanced certificate program builds on the concepts introduced in the 
Foundations of Computer Security Certificate and provides an in-depth examination of computer security technology with an 
emphasis on executing a vulnerability analysis of an organization network and preparing a design or network security. The student 
will be trained to use various tools to manage and secure networks, Windows environments and Web servers, as well as defense 
mechanisms for Virtual Private Networks (VPN), Host Intrusion Detection Systems (HIDS) and Network Intrusion Detection Systems 
(NIDS). In addition, the student will master the concepts, principles, types and topologies of firewalls including packet filtering, proxy 
firewalls, application gateways, circuit gateways and other computer security technology. Students must complete the Foundations of 
Computer Security Certificate program or have equivalent knowledge before enrolling in this program. 

Articulation: 
Eastern Michigan University, several BS degrees. 

Copies can be obtained from the Counseling Office, a program advisor, or from the Curriculum and Assessment Office Web site: 
http: I /www. wccnet. ed u/ departments/ cu rricu I u m/ articulation. ph p? levelo ne =colleges. 

Applying for Admission to the Program: 
In order to meet the requirements of the current job market, students of this program must have significant prior professional 
experience as Network and/or System Administrators or must demonstrate successful completion of certificate or degree programs in 
Network and System Administration. 

Program Admission Requirements: 
-An Academic Math Level of 3 
-Substantial experience at installing and configuring computers and skill at working with the command line interface. 
-Successful completion of the Foundations of Computer Security Certificate 

CIS 161 
CNT 251 
css 205 
css 210 

Introduction to PowerShell 
Designing Windows Server Security 
Essentials of Network Penetration Testing 
Basic Network Perimeter Protection 

Minimum Credits Required for the Program: 
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W ASHTENAW COMMUNITY C 
PROGRAM CHANGE OR DISCONTINUATION FORM 

Program Code: CVNS Program Name: Network Security Effective Terrr 
F'l~ 

Division Code: BCT Department: CJSD 

Directions: 

1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made. 

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes c~n be 
a separate sheet. 

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, 
new courses as part of the proposed program change, must be approved separately using a Master Syllabus fot 
should be submitted at the same time as the program change form. 

Requested Changes: 

0Review 
[gjRemove course(s): CSS 212 CSS 220 
[g]Add course(s): CSS 205 CIS 161 
0Program title (title was ___ ) 
0Description 
0Type of award 
0Advisors 
0Articulation information 

Show all changes on the attached nage from the catalog. 

~rogram admission requirements 
Ocontinuing eligibility requirements 
D Program outcomes 
0Accreditation information 
0Discontinuation (attach program discont 

plan that includes transition of students : 
for phasing out courses) 

00ther __________ _ 

'L d21 I /r> "" 
.Jf.JCV""~, "lOin J.La:.f -ft) 7 .f-or ·VJ /~7 

I. 

Rationale for proposed changes or discontinuation: /VLJ· 
Changes in industry rec1uiren,1ents. Moving CSS 205 from certificate and adding CJS 161. Removing CSS 212 and 220. 

Financial/ staffing/ equipment/ space implications: 
None 

List departments that have been consulted regarding their use of this program. 
None 

Si natures: 
Reviewer Print Name 

Initiator Mike Calca 

De artment Chair ohn Trame 

Division Dean/ Administrator Kimberly Hurns 

Vice President for Instruction William Aberneth ' 

President 
Board Approval N/r 

Please submit completed form to the Office of Curriculum and Assessment and email an electronic copy to sjohn( 
posting on the website. 
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ACADEMICS 
Network Security (CVNS) 
Advanced Certificate 2013-2014 

Description 
This program is designed to meet the emerging demand for highly-skilled computer systems security professionals v 
industry and business community. This advanced certificate program builds on the concepts introduced in the Founc 
Certificate and provides an in-depth examination of computer security technology with an emphasis on executing a 
organization network and preparing a design or network security. The student will be trained to use various tools to 1 

Windows environments and Web servers, as well as defense mechanisms for Virtual Private Networks (VPN), Host 
(HIDS) and Network Intrusion Detection Systems (NIDS). In addition, the student will master the concepts, principle: 
firewalls including packet filtering, proxy firewalls, application gateways, circuit gateways and other computer securi 
complete the Foundations of Computer Security Certificate program or have equivalent knowledge before enrolling i 

Articulation 
Eastern Michigan University, several BS degrees. 

Copies can be obtained from the Counseling Office, a program advisor, or from the Curriculum and Assessment Offi 
www.wccnet.edu/departments/curriculum/articulation.php?levelone=colleges. 

Admissions Requirements .{) 
.; -An Academic Math Level of.Z.f" O>];uLr~c/ h eQ:<l71{/J7/ CIS /I:> I 

-Substantial experience at installing and configuring computers and skill at working with the command line interfac« 
-Successful completion of the Foundations of Computer Security Certificate 

Applying for Admission to the Program 
In order to meet the requirements of the current job market, students of this program must have significant prior prof 
and/or System Administrators or must demonstrate successful completion of certificate or degree programs in Netw 

Contact Information 
Division: Business/Computer Technologies 

Department: Computer Instruction Dept 
Advisors: Michael Galea, John Trame 

Requirements 

Major/Area Requirements 

Class 

CNT 251 

css 210 

-oss:!l2 

"6SS 220 

Total 

tS5~0"3 

Cl5 /lpl 

Title 

Designing Windows Server Security 

Basic Network Perimeter Protection 

Comp•1terSe~ 

Comp1•ter Sec•~rity '( ~ 

Credits 

4 

4 

16 

Jdi9AM 
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Total Credits Required: 16 

Gainful Employment Disclosures 
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