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CSS 210: NETWORK SECURITY
Completed Workflow
1. CISD Chair (sshaper@wccnet.edu; eszurek@wccnet.edu)
2. BC Dean (esamulski@wccnet.edu)
3. C&A Assistant (aabooker@wccnet.edu)
4. Curricular Systems Coordinator (cacevans@wccnet.edu)
5. C&A Coordinator (sabird@wccnet.edu)
6. C&A Director (bjlinford@wccnet.edu)
7. C&A Assistant (aabooker@wccnet.edu)
8. Comm Review step (sabird@wccnet.edu)
9. After Comm review (sabird@wccnet.edu,bjlinford@wccnet.edu)

10. Curriculum Committee Chair (rvanwagnen@wccnet.edu)
11. Assessment Committee Chair (jhale15@wccnet.edu)
12. Before VPI (sabird@wccnet.edu)
13. Vice President for Instruction (hbhirth@wccnet.edu; brtucker@wccnet.edu)
14. Banner (cacevans@wccnet.edu)

Approval Path
1. 2025-11-06T18:29:24Z 

Scott Shaper (sshaper): Approved for CISD Chair
2. 2025-11-18T21:24:06Z 

Eva Samulski (esamulski): Approved for BC Dean
3. 2025-12-01T23:31:05Z 

Amber Booker (aabooker): Approved for C&A Assistant
4. 2025-12-05T19:31:39Z 

Carol Evans (cacevans): Approved for Curricular Systems Coordinator
5. 2026-02-10T21:29:10Z 

Sera Bird (sabird): Approved for C&A Coordinator
6. 2026-02-13T18:49:39Z 

Ben Linford (bjlinford): Approved for C&A Director
7. 2026-02-13T20:26:05Z 

Amber Booker (aabooker): Approved for C&A Assistant
8. 2026-02-19T22:35:53Z 

Amber Booker (aabooker): Approved for Comm Review step
9. 2026-03-12T16:27:06Z 

Sera Bird (sabird): Approved for After Comm review
10. 2026-03-16T15:15:56Z 

Randy Van Wagnen (rvanwagnen): Approved for Curriculum Committee Chair
11. 2026-03-17T12:51:46Z 

Jessica Hale (jhale15): Approved for Assessment Committee Chair
12. 2026-03-17T14:52:41Z 

Sera Bird (sabird): Approved for Before VPI
13. 2026-03-17T15:05:13Z 

Brandon Tucker (brtucker): Approved for Vice President for Instruction
14. 2026-04-09T12:14:42Z 

Carol Evans (cacevans): Approved for Banner

History
1. Apr 9, 2026 by Edward Szurek (eszurek)

Viewing: CSS 210 : Network Security
Changes proposed by: Edward Szurek (eszurek)
Effective Term
Fall 2026 
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Rationale and proposal summary
This update is to bring all Cisco NetAcad courses into alignment with one another. The primary driver is better alignment with source 
material (Cisco NetAcad) and best practice assessment standards. The course as-is does not permit assessment directly to existing 
SLOs and this update is an overdue closing of that gap. 

Course Cover
Full Course Title
Network Security 

Transcript Title
Network Security 

Subject Code
CSS - Computer Systems Security 
Course Number
210 

Department
Computer Instruction Dept (CISD) 

Banner Division
BCT 

Division/College
Business/Computer Technologies (BC) 

Org Code
13400 

Course Description
In this course, students will learn the core security concepts and skills needed to configure and troubleshoot computer networks and 
help ensure the integrity of devices and data. Topics include principles of network security, packet filtering with Access Control Lists 
(ACLs), configuring networks, deploying multiple firewall topologies using Cisco devices, and implementing virtual private networks 
(VPNs). The title of this course was previously Network Perimeter Protection - CCNA Security. 

Planned Delivery Format
Face to Face 
Online 
Virtual 

Has this course been approved for virtual or blended virtual?
No 

Has this course been approved for online or online blended?
Yes 

Grading method
Standard Letter, Audit, Academic Forgiveness 

CIP Code
119999 - Computer and Information Sciences and Support Services, Other.

Occupational Indicator
Yes 

ACS Code
120 

Credit hours, contact hours, repeatability
Repeatable for additional credit
No 
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Course credits
4 

Lecture contact hours
60 

Total Contact Hours
60 
Expected Total Contact Hours
60 

Prerequisites and prerequisite skill levels
College-Level Math
No Level Required 

College-Level Reading and Writing
College-level Reading and Writing 

Approved Level I Prerequisite:
Academic Reading and Writing Levels of 6; CNT 216, minimum grade "C" 

Is concurrent enrollment an option for this prerequisite?
No 

Course Assessment Plan
Learning Outcome
Outcome
Demonstrate an understanding of modern network security concepts. 

Assessment #1
Assessment Tool
Outcome-related Cisco checkpoint exam 

Anticipated Next Assessment Year
2026 

Anticipated Next Assessment Term
Winter 

Assessment Cycle
Every Three Years 

Anticipated assessment population
All students from all sections 

How the assessment will be scored
Answer key 

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results. 

Standard of success
70% of students will score 70% or higher. 

Assessment #2
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Learning Outcome
Outcome
Implement security and traffic filtering with IOS and ASA platforms. 

Assessment #1
Assessment Tool
Outcome-related Cisco checkpoint exam 

Anticipated Next Assessment Year
2026 

Anticipated Next Assessment Term
Winter 

Assessment Cycle
Every Three Years 

Anticipated assessment population
All students from all sections 

How the assessment will be scored
Answer key 

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results. 

Standard of success
70% of students will score 70% or higher. 

Assessment #2

Learning Outcome
Outcome
Demonstrate an understanding of how to protect end devices from the network. 

Assessment #1
Assessment Tool
Outcome-related Cisco checkpoint exam 

Anticipated Next Assessment Year
2026 

Anticipated Next Assessment Term
Winter 

Assessment Cycle
Every Three Years 

Anticipated assessment population
All students from all sections 

How the assessment will be scored
Answer key 

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results. 
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Standard of success
70% of students will score 70% or higher. 

Assessment #2

Learning Outcome
Outcome
Implement VPN connectivity. 

Assessment #1
Assessment Tool
Outcome-related Cisco checkpoint exam 

Anticipated Next Assessment Year
2026 

Anticipated Next Assessment Term
Winter 

Assessment Cycle
Every Three Years 

Anticipated assessment population
All students from all sections 

How the assessment will be scored
Answer key 

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results. 

Standard of success
70% of students will score 70% or higher. 

Assessment #2

Course Objectives

  Objective(s)
1. Explain network security.
2. Configure secure administrative access.
3. Configure command authorization using privilege levels and role-based CLI.
4. Implement the secure management and monitoring of network devices.
5. Implement ACLs to filter traffic and mitigate attacks on a network.
6. Explain how firewalls are implemented to provide network security.
7. Explain how network-based intrusion prevention systems are used to help secure a network.
8. Explain how signatures are used to detect malicious network traffic.
9. Explain endpoint vulnerabilities and protection methods.
10. Implement security measures to mitigate Layer 2 attacks.
11. Explain how the types of encryption, hashes, and digital signatures work together to provide confidentiality, integrity, and 

authentication.
12. Explain how cryptography is used to ensure data integrity and authentication.
13. Explain how a public key infrastructure is used to ensure data confidentiality and provide authentication.
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14. Configure a site-to-site IPsec VPN, with pre-shared key authentication, using CLI.
15. Implement an ASA firewall configuration.

General Education Area(s)
Area 1: Writing
No 

Area 2: 2nd Writing or Communication/Speech
No 

Area 3: Mathematics
No 

Area 4: Natural Science
No 

Area 5: Social and Behavioral Science
No 

Area 6: Arts and Humanities
No 

MTA General Education
No 

Review
Is conditional approval requested?
No 

Is this course currently conditionally approved, and you are now submitting it for full approval?
No 

Reviewer Comments
Sera Bird (sabird) (2026-02-06T18:56:31Z): Contacted faculty preparer 2/6 minor sugg for descr, clarify math level, spelling out 
abbreviations, minor sugg for obj.
Sera Bird (sabird) (2026-02-10T21:29:09Z): Description, math level/prereqs, objectives updated based on email 2/10/26.

Key: 4068
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Washtenaw Community College Comprehensive Report

CSS 210 Network Perimeter Protection - CCNA Security
Effective Term: Winter 2022

Course Cover
College: Business and Computer Technologies
Division: Business and Computer Technologies
Department: Computer Science & Information Technology
Discipline: Computer Systems Security
Course Number: 210
Org Number: 13400
Full Course Title: Network Perimeter Protection - CCNA Security
Transcript Title: Network Perimeter Protection
Is Consultation with other department(s) required: No
Publish in the Following: College Catalog , Time Schedule , Web Page
Reason for Submission: Three Year Review / Assessment Report
Change Information:

Consultation with all departments affected by this course is required.
Course description

Rationale: Master syllabus update
Proposed Start Semester: Spring/Summer 2021
Course Description: In this course, students learn how to implement security solutions that reduce the
vulnerability of computer networks. Topics include principles of network security, packet filtering with
Access Control Lists (ACLs), configuring networks and deploying multiple firewall topologies using
Cisco devices, implementing virtual private networks (VPNs) and user authentication. This course uses
the Cisco Networking Academy curriculum.

Course Credit Hours
Variable hours: No
Credits: 4
Lecture Hours: Instructor: 60 Student: 60
Lab: Instructor: 0 Student: 0
Clinical: Instructor: 0 Student: 0

Total Contact Hours: Instructor: 60 Student: 60
Repeatable for Credit: NO
Grading Methods: Letter Grades
Audit
Are lectures, labs, or clinicals offered as separate sections?: NO (same sections)

College-Level Reading and Writing
College-level Reading & Writing

College-Level Math
Level 1

Requisites
Prerequisite 
CNT 206 minimum grade "C" 
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and 
Prerequisite 
CNT 216 minimum grade "C"

General Education
General Education Area 7 - Computer and Information Literacy
 Assoc in Arts - Comp Lit
 Assoc in Applied Sci - Comp Lit
 Assoc in Science - Comp Lit

Request Course Transfer
Proposed For:

Student Learning Outcomes

1. Configure router features to filter ingress and egress traffic.
Assessment 1

Assessment Tool: Outcome-related questions on the departmentally-developed final concepts
and skills exam
Assessment Date: Winter 2024
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: At least 80% of students must score 70% or
better
Who will score and analyze the data: Department faculty

2. Configure firewalls to protect inside and demilitarized zone (DMZ) networks against external threats.
Assessment 1

Assessment Tool: Outcome-related questions on the departmentally-developed final concepts
and skills exam
Assessment Date: Winter 2024
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: At least 80% of students must score 70% or
better.
Who will score and analyze the data: Department faculty

3. Implement various authentication methods on routers and firewalls.
Assessment 1

Assessment Tool: Outcome-related questions on the departmentally-developed final concepts
and skills exam
Assessment Date: Winter 2024
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: At least 80% of students must score 70% or
better.
Who will score and analyze the data: Department faculty
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4. Configure and implement Virtual Private Networks.
Assessment 1

Assessment Tool: Outcome-related questions on the departmentally-developed final concepts
and skills exam
Assessment Date: Winter 2024
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: At least 80% of students must score 70% or
better.
Who will score and analyze the data: Department faculty

5. Implement 802.1x on switches.
Assessment 1

Assessment Tool: Outcome-related questions on the departmentally-developed final concepts
and skills exam
Assessment Date: Winter 2024
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: At least 80% of students must score 70% or
better.
Who will score and analyze the data: Department faculty

Course Objectives
1. Describe security terminology and acronyms.
2. Describe security technologies, products, solutions and design.
3. Implement authentication and authorization on Cisco routers, security appliances and switches.
4. Implement layer 2 Identity Based Network Services and 802.1x.
5. Filter network traffic on switches, routers and adaptive security appliance (ASA) devices.
6. Explain VPN technologies including Internet Security Association and Key Management Protocol

(ISAKMP) and Internet Protocol Security (IPSec).
7. Implement a site-to-site VPN using pre-shared keys and digital certificates.
8. Implement a remote access VPN.
9. Explain network threats, mitigation techniques and the basics of securing a network.

10. Configure IPS to mitigate attacks on the network.
11. Describe local area network (LAN) security considerations and implement endpoint and Layer 2

security features.
12. Describe methods for implementing data confidentiality and integrity.
13. Implement an ASA firewall configuration using the command line interface (CLI).
14. Implement an ASA firewall configuration and VPNs using an adaptive security device manager

(ASDM).
15. Test network security and create a technical security policy.

New Resources for Course

Course Textbooks/Resources
Textbooks
Manuals
Periodicals
Software

Equipment/Facilities
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Level III classroom
Computer workstations/lab

Reviewer     Action Date
Faculty Preparer:   
Cyndi Millns     Faculty Preparer Jan 28, 2021 
Department Chair/Area Director:   
Cyndi Millns     Recommend Approval Jan 28, 2021 
Dean:   
Eva Samulski     Recommend Approval Jan 28, 2021 
Curriculum Committee Chair:   
Lisa Veasey     Recommend Approval Apr 21, 2021 
Assessment Committee Chair:   
Shawn Deron     Recommend Approval Apr 22, 2021 
Vice President for Instruction:   
Kimberly Hurns     Approve Apr 26, 2021 
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