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Rationale and proposal summary

Updates driven by assessment completed in AY2025. Primary driver is better alignment with source material (Cisco NetAcad) and
best practice assessment standards. The course as-is does not permit assessment directly to SLOs and this update is an overdue
closing of that gap.

Course Cover

Full Course Title
Cybersecurity Operations

Transcript Title
Cybersecurity Operations

Subject Code

CSS - Computer Systems Security
Course Number

225

Department
Computer Instruction Dept (CISD)

Banner Division
BCT

Division/College
Business/Computer Technologies (BC)

Org Code
13400

Course Description

In this course, students will be introduced to the core security concepts and skills needed to monitor, detect, analyze, and respond
to cybercrime, cyberespionage, insider threats, advanced persistent threats, regulatory requirements, and other cybersecurity issues
facing organizations. This course aligns with Cisco Cybersecurity Associate certification. The title of this course was previously
Cybersecurity Operations - CCNA Cyber Ops.

Planned Delivery Format

Face to Face
Online
Virtual

Has this course been approved for virtual or blended virtual?
Yes

Has this course been approved for online or online blended?
Yes

Grading method
Standard Letter, Audit, Academic Forgiveness

CIP Code
119999 - Computer and Information Sciences and Support Services, Other.

Occupational Indicator
Yes

ACS Code
120

Credit hours, contact hours, repeatability

Repeatable for additional credit
No



Course credits
4

Lecture contact hours
60

Total Contact Hours

60

Expected Total Contact Hours
60

Prerequisites and prerequisite skill levels

College-Level Math
No Level Required

College-Level Reading and Writing
College-level Reading and Writing

Approved Level | Prerequisite:
Academic Reading and Writing Levels of 6; CSS 200 minimum grade "C"

Is concurrent enroliment an option for this prerequisite?
No

Course Assessment Plan
Learning Outcome

Outcome

CSS 225: Cybersecurity Operations

Demonstrate an understanding of modern operating system and network fundamentals from a cybersecurity perspective.

Assessment #1

Assessment Tool
Outcome-related Cisco checkpoint exam

Anticipated Next Assessment Year
2026

Anticipated Next Assessment Term
Winter

Assessment Cycle
Every Three Years

Anticipated assessment population
All students from all sections

How the assessment will be scored
Answer key

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results.

Standard of success
70% of students will score 70% or higher.

Assessment #2

3
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Learning Outcome

Outcome
Demonstrate an understanding of how network security is attacked and defended.

Assessment #1

Assessment Tool
Outcome-related Cisco checkpoint exam

Anticipated Next Assessment Year
2026

Anticipated Next Assessment Term
Winter

Assessment Cycle
Every Three Years

Anticipated assessment population
All students from all sections

How the assessment will be scored
Answer key

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results.

Standard of success
70% of students will score 70% or higher.

Assessment #2

Learning Outcome

Outcome
Demonstrate an understanding of cryptography and endpoint protection.

Assessment #1

Assessment Tool
Outcome-related Cisco checkpoint exam

Anticipated Next Assessment Year
2026

Anticipated Next Assessment Term
Winter

Assessment Cycle
Every Three Years

Anticipated assessment population
All students from all sections

How the assessment will be scored
Answer key

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results.



Standard of success
70% of students will score 70% or higher.

Assessment #2

CSS 225: Cybersecurity Operations
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Learning Outcome

Outcome
Collect and analyze network security data.

Assessment #1

Assessment Tool
Outcome-related Cisco checkpoint exam

Anticipated Next Assessment Year
2026

Anticipated Next Assessment Term
Winter

Assessment Cycle
Every Three Years

Anticipated assessment population
All students from all sections

How the assessment will be scored
Answer key

Who does the scoring?
Departmental faculty will analyze the Cisco-provided results.

Standard of success
70% of students will score 70% or higher.

Assessment #2

Course Objectives
Objective(s)

Explain why networks and data are attacked.
Explain the security features of the Windows operating system.
Implement basic Linux security.

Explain how transport layer protocols support network functionality.

Explain network traffic monitoring.
Explain how TCP/IP vulnerabilities enable network attacks.
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Explain approaches to network security defense.
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Use various intelligence sources to locate current security threats.
Explain how the public key infrastructure supports network security.
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Explain how endpoint vulnerabilities are assessed and managed.

Explain how the ethernet and IP protocols support network communications.

Explain how network devices enable wired and wireless network communication.

Explain how common network applications and services are vulnerable to attack.

Explain how a malware analysis website generates a malware analysis report.
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15. Explain the types of network security data used in security monitoring.
16. Explain the process of evaluating alerts.

17. Interpret data to determine the source of an alert.

18. Explain how the CyberOps Associate responds to cybersecurity incidents.

General Education Area(s)

Area 1: Writing
No

Area 2: 2nd Writing or Communication/Speech
No

Area 3: Mathematics
No

Area 4: Natural Science
No

Area 5: Social and Behavioral Science
No

Area 6: Arts and Humanities
No

MTA General Education
No

Review

Is conditional approval requested?
No

Is this course currently conditionally approved, and you are now submitting it for full approval?
No

Reviewer Comments

Sera Bird (sabird) (2026-02-06T18:57:09Z): Contacted faculty preparer 2/6 boilerplate sugg for descr, clarify math level, spelling out
abbreviations.

Sera Bird (sabird) (2026-02-10T21:26:39Z): Updated description and math level/prereq based on email 2/10/26.
Key: 4072
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Washtenaw Community College Comprehensive Report

CSS 225 Cybersecurity Operations - CCNA Cyber Ops
Effective Term: Fall 2020

Course Cover
Division: Business and Computer Technologies
Department: Computer Science & Information Technology
Discipline: Computer Systems Security
Course Number: 225
Org Number: 13400
Full Course Title: Cybersecurity Operations - CCNA Cyber Ops
Transcript Title: CCNA Cyber Ops
Is Consultation with other department(s) required: No
Publish in the Following: College Catalog , Time Schedule , Web Page
Reason for Submission: New Course
Change Information:
Rationale: CCNA Cybersecurity Operations is a hands-on, career-oriented course with an emphasis on
practical experience to help students develop specialized skills to successfully handle the tasks, duties,
and responsibilities of an associate-level Security Analyst working in a Security Operations Center
(SOC).
Proposed Start Semester: Fall 2020
Course Description: In this course, students are introduced to Cybersecurity Operations. Students will
develop the knowledge and skills needed to work as a Security Analyst with a Security Operations
Center team. Security skills needed for monitoring, detecting, investigating, analyzing and responding to
security events, thus protecting systems and organizations from cybersecurity risks, threats and
vulnerabilities will be discussed. This course helps prepare students to take the Cisco Certified Network
Associate (CCNA) exam.

Course Credit Hours
Variable hours: No
Credits: 4
Lecture Hours: Instructor: 60 Student: 60
Lab: Instructor: 0 Student: 0
Clinical: Instructor: 0 Student: 0

Total Contact Hours: Instructor: 60 Student: 60

Repeatable for Credit: NO

Grading Methods: Letter Grades

Audit

Are lectures, labs, or clinicals offered as separate sections?: NO (same sections)

College-Level Reading and Writing
College-level Reading & Writing

College-Level Math
Level 1

Requisites

https://www.curricunet.com/washtenaw/reports/course_outline_HTML.cfm?courses_id=10701 1/4
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Prerequisite
CSS 200 minimum grade "C"

General Education

Request Course Transfer
Proposed For:

Student Learning Outcomes

1. Explain cybersecurity operations network principles and protocols.

Assessment 1
Assessment Tool: Outcome-related questions on the departmentally-developed objective final
exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed answer key
Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty

Assessment 2
Assessment Tool: Departmentally-developed skills exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: Random sample of 50% of all students with the minimum of 1
full section
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty

2. Identify the technologies, tools, regulations and frameworks in a cybersecurity operations network.
Assessment 1
Assessment Tool: Outcome-related questions on the departmentally-developed objective final
exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed answer key
Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty
Assessment 2
Assessment Tool: Departmentally-developed skills exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: Random sample of 50% of all students with the minimum of 1
full section
How the assessment will be scored: Departmentally-developed rubric

https://www.curricunet.com/washtenaw/reports/course_outline_HTML.cfm?courses_id=10701 2/4
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Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty

Apply knowledge and skills to monitor, detect, investigate, analyze and respond to security incidents.
Assessment 1
Assessment Tool: Outcome-related questions on the departmentally-developed objective final
exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: All students
How the assessment will be scored: Departmentally-developed answer key
Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty
Assessment 2
Assessment Tool: Departmentally-developed skills exam
Assessment Date: Fall 2022
Assessment Cycle: Every Three Years
Course section(s)/other population: All sections
Number students to be assessed: Random sample of 50% of all students with the minimum of 1
full section
How the assessment will be scored: Departmentally-developed rubric
Standard of success to be used for this assessment: 70% of students assessed will score 70% or
higher
Who will score and analyze the data: Department faculty

Course Objectives

1
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. Explain the role of the Cybersecurity Operations Analyst in the enterprise.
2.

Explain the Windows Operating System features and characteristics needed to support cybersecurity
analyses.

. Explain the features and characteristics of the Linux Operating System.

. Analyze the operation of network protocols and services.

. Explain the operation of the network infrastructure.

. Classify the various types of network attacks.

. Use network monitoring tools to identify attacks against network protocols and services.
. Use various methods to prevent malicious access to computer networks, hosts, and data.
. Explain the impacts of cryptography on network security monitoring.

10.
11.
12.

Explain how to investigate endpoint vulnerabilities and attacks.
Evaluate network security alerts.
Analyze network intrusion data to identify compromised hosts and vulnerabilities.

New Resources for Course

Course Textbooks/Resources

Textbooks

Cisco Networking Academy. CCNA Cybersecurity Operations Lab Manual, 1 ed. Cisco Press, 2018,
ISBN: 978-158713438.

Cisco Networking Academy. CCNA Cybersecurity Operations, 1 ed. Cisco Press, 2018, ISBN: 978-
15871343.

Manuals
Periodicals
Software

https://www.curricunet.com/washtenaw/reports/course_outline_HTML.cfm?courses_id=10701
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NetlLabs. WCC, CCNA Cyber Ops ed.

WCC provided NetLab access for completion of labs.

Equipment/Facilities
Level III classroom
Computer workstations/lab

Reviewer

Faculty Preparer:

Cyndi Millns

Department Chair/Area Director:
Khaled Mansour

Dean:

Eva Samulski

Curriculum Committee Chair:
Lisa Veasey

Assessment Committee Chair:
Shawn Deron

Vice President for Instruction:
Kimberly Hurns
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Action

Faculty Preparer
Recommend Approval
Recommend Approval
Recommend Approval
Recommend Approval

Approve

Date

Oct 30, 2019

Nov 01, 2019

Nov 04, 2019

Dec 09, 2019

Dec 17, 2019

Dec 18, 2019
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