Step-by-Step Duo Install Procedure

It is recommended that WCC users enroll in Duo multi-factor authentication
using a mobile device. Duo's self-enrollment process makes it easy to register
your device and install the mobile app.

Enrolling with a Smartphone
Step 1.

On a computer, open the email you received from Duo and click on the link.
The email will look like this.

Two Factor Authentication with Duo Security Enrollment (Esternal inbox <

Dug Security <no-reply@ dunsesuritycoms
tome -

This is an autemated email from Duo Security.

Your organization invites you to 5et up a user account for Duo. You will find instructions from your
Dua administratar below: If you have questions, please reach out ta your arganization's [T or help

desk team.
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Washtenaw
Community
College

Information Technology Services at Washtenaw Community College s requesting that
you enroll with Duo Security's two-factor authentication service. Just click this link to
begin the enrollment process. This link expires in 24 hours. Be sure 1o select Duo Mobile
App/Duo Push for your authentication method.

https:/api-50d47b5f. duosecurity.com/portal?code=8dag 7th6f78dhB6 7aakey=
DAIAHYAST1BBL DIHWL 0V

Read the Duo Security guide to learn more about two-factor authentication:
httpuiguide duosecurity.com

If you need assistance with enrolling in or using this service or have guestions or



Step 2.

You will be presented with the following page.
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Secured by Duo

Protect Your Washtenaw Community
College Account
Twin-factor authentication enhances the security ofyour account by using a

secondary device to verify your identity. This prevents anyvane butyou from
accessing your account, even if they know your passwoard.

Thiz process will help you set up your account with this added layer of
Security.

Click Start Setup.
Step 3.

You will be presented with the following page.
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Secured by Duo

What type of device are you adding?

@ HMobile phone FECOMMENDED
Tablet {iPad, Mexus 7, etc.)
Laniline

Security Key (Yubilkley, Feitian, etc.)

For the best experience, ITS recommends using a mobile device with the Duo
Mobile app and Duo Push notifications or Passcodes. To set up your
smartphone, select Mobile phone and then click Continue.



Step 4.

You will be presented with the following page.

@e Enter your phone number

&

United States hd
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Meed help?

+1

Example: (20'1) 234-56748

Secured by Duo

Enter your phone number. Double-check that you entered it correctly, check
the box, and click Continue.

Step 5.

You will be presented with the following page.

e@ What type of phone is {§ RS

¢
W iPhane
W Android
Washtenaw Windows Phone
( '('1]]1111111‘11[}' Other (and cell phones)

College

Whatis this? OF

Meed help?

Secured by Duo

Select your device’s operating system and click Continue.



Step 6.

You will be presented with the following page.

Install Duo Mobile for iOS
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W 1. Launch the App Store app and
W search for "Dun MWabile",
2. Tap "Get" and then "Install’ to
\V{l!‘\'hf enaw download the app.

Community
College

Whatis this? 03

MHeed help?

| have Duo Mohile installed

Secured by Duo

Install the Duo Mobile app on your smartphone from the Apple App or
Google Play Store. Note that the icon displays the DUO logo with

a green background. This is not the Google Duo app (by Google LLC) for
making video calls.

« Download from the App Store (Apple iOS)
« Download from the Google Play Store (Android)




Open the Duo Mobile App. The following images are from an iPhone and
may differ slightly based on the type of device you are using.

< App Store a!| T 6 11:34 AM -

Welcome to
Duo Security

Let’s set up your account to protect
your identity.

Duo Mobile is an app that runs on your smartphone and helps you
authenticate quickly and easily. Follow the on-screen instructions to install
the app.

The app requires the following permissions to work appropriately:



« Click Allow notifications for the use of Duo Push or Passcodes

wl ATET 7 & 11:54 AM

Pro Tip

You can verify your identity from your
phone's lock screen.

Allow notifications

. Allow access the camera, as you will need to scan a barcode to
complete enrollment

“Duo Mobile” Would Like to
Access the Camera
Duo Mobile will use your camera to

enroll accounts using QR codes.




After installing the Duo Mobile app on your device, return to the enrollment
window and click I have Duo Mobile Installed.

Step 7.

You will be presented with the following page.

@ Activate Duo Mobile for iOS
7

1. Open Dua Mobile.
2. Gelect Use QR code
) 3. Sranthis barcode.
Washtenaw
Community
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Email me an activation link instead.

Activating the Duo Mobile app links it to your account so you can use it for
authentication. On iPhone, Android, and Windows Phones, open the Duo
Mobile app and use the app's built-in barcode scanner to scan the barcode.

(Do not scan the barcode above, this is only an example.)
Follow the platform specific instructions for your device.

You can also click the link to Email me an activation link. Then follow the
instructions to link your account.

Congratulations! Your device is registered to approve Duo authentication
requests, and your account is now more secure!



